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Symantec Endpoint Protection Cloud 

Security made simple 
 
Data Sheet: Endpoint Security 

The number of evolving threats and targeted attacks are on the rise and businesses with constrained resources 

can be hard pressed to provide adequate protection. For example, ransomware grew by 35% this past year and 

has moved to the mobile space, putting Android and iOS users at a higher risk than ever before1. Not only are 

these threats increasingly sophisticated and diverse, attackers are now targeting organizations of all sizes. In 

2015, 65% of all targeted attacks struck small and mid-sized organizations2.   

 

With the trend moving toward Bring Your Own Device (BYOD) and the growing demand for choice, IT is 

stretched thin. Gartner research indicates that 70% of mobile professionals will conduct their work on personal 

smart devices by 20183. For a business with a limited IT staff, the onboarding, protection, and management for 

users and all of their devices can be daunting.  The need to address advanced threats with limited resources 

requires a solution that delivers advanced protection made simple. 

 

 
Symantec Endpoint Protection Cloud 

Symantec Endpoint Protection Cloud is an industry-leading security as a service that is always up-to-date, easy 

to manage, and offers advanced protection for users anywhere. It has a single console for endpoint protection, 

management, mobility, and encryption and sets up in under 5 minutes. The cloud-based solution does not require 

dedicated IT resources and has a low total cost of ownership. 

 

 
 

Intelligent Protection for the Next Generation of Threats 

Block emerging threats, ransomware, and zero-day attacks with the same best-in-class security4 used to protect 

large enterprises. 

• Blocks unknown threats with advanced machine learning and other proven intelligent protection techniques. 

• Protects against ransomware and zero-day attacks in real time with Symantec's global intelligence across 

200 million control points. 

• Identifies files by reputation, looking for constantly changing code with Insight™. 

• Monitors application behavior in real time and blocks files with suspicious behavior with SONAR™. 

• Protects Android devices from malware and provides ability to remotely wipe a device. 

• Reduces risk associated with use of external USB devices by disabling them or enforcing read-only mode. 
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1. Symantec Internet Security Threat Report, 2016 
2. Symantec Internet Security Threat Report, 2016 
3. Gartner Research, 2016 
4. AV-Test, 2017   



 

Copyright © 2016 Symantec Corporation. All rights reserved. Symantec, the Symantec Logo, and the Checkmark Logo are trademarks or registered trademarks of Symantec Corporation or its 
affiliates in the U.S. and other countries.             

             
          2      21359749-1 02/17 

Symantec Endpoint Protection Cloud 

Security made simple 
 
Data Sheet: Endpoint Security 

Ready to Protect Users in Under 5 Minutes 

Quick to deploy, easy to manage, and secures users and all of their devices in just minutes. 

 Protects users on any device, anywhere including: PCs, laptops, mobile phones, tablets, and servers with 
broad OS support (Windows, Mac, iOS, and Android). 

• Combines endpoint protection, management, mobility, and encryption into a single, cloud-based solution. 

• Creates policies based on users that are seamlessly applied to all of their devices in a single step. 

• Stays ahead of threats with always-on security that is automatically updated. 

• Offers flexible deployment options such as self-enrollment or push enrollment for Windows devices. Easily 

add users to the portal and authenticate them with Directory Sync. 

• Reports device status, threat activity, OS distribution, enrollment insights, and usage information with a fast-

action dashboard. 

 

Secure Your Devices for Less than a Dime a Day 

Best-in-class security with a low total cost of ownership 

• Designed for small business budgets with an affordable pay-as-you-go model. 

• Delivered as a cloud-based service that requires no additional infrastructure investments. 

• Eliminates the need for IT specialization and dedicated resources. 

 

More Information 

Visit our website 

http://enterprise.symantec.com 

 
To speak with a Product Specialist in the U.S. 

Call toll-free 1 (800) 745 6054 

 
To speak with a Product Specialist outside the U.S. 

For specific country offices and contact numbers, please visit our website. 

 
About Symantec 

Symantec Corporation (NASDAQ: SYMC), the world’s leading cyber security company, is defining the future of 

cybersecurity by solving the industry’s toughest challenges of securing mobile workforces, protecting the cloud, 

and stopping advanced threats. Organizations around the world look to Symantec for strategic, integrated 

solutions to defend against sophisticated attacks across endpoints, cloud and infrastructure. Symantec operates 

the world’s largest civilian cyber intelligence network, allowing it to see and protect against the most advanced 

threats. For additional information, please visit www.symantec.com or connect with us on Facebook, Twitter, and 

LinkedIn. 
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